
CSM5020 Setting Unix permissions 
Jon Bell, job46@aber.ac.uk from an original by Angharad Shaw. 

 

Setting public_html web permissions 
Unix allows a user to set the permissions for a file or directory (folder), specifying 

who can read, write or execute a file. As Aberystwyth University’s server is a Unix 

machine you need to set these permissions correctly for your users.aber.ac web 

page to display. This sheet is a guide to doing that. 

 

To do this, you need to log on to the server and use some Unix commands at the 

command line. 

Logging on to the central Unix machine 
To log on to the Aberystwyth server, you need a Virtual Private Network (VPN) 

connection. You also need this for your remote network drive to copy your files 

across to the server. See the Unit 2 Worksheet for VPN. 

 

Once connected to the University network by VPN, you can use Putty (a Windows 

SSH client) to log in to the server. On starting putty enter  

 user_id@central.aber.ac.uk 

in the Host Name (or IP address) field, where user_id is your Aberystwyth user 

name (e.g. mine is job46). A command prompt window will open and ask you for 

your Aberystwyth University password. 

 

You might be warned the machine cannot be authenticated. Click Allow. 

 

If you’re using a Unix machine (Linux or Mac for example) start a terminal window 

and type 

 ssh user_id@central.aber.ac.uk 

where user_id is your Aber user name, again. Enter your Aberystwyth password 

when prompted. 

Finding your web pages 
Now you have a terminal window on central, type 

 cd public_html 

to change to the directory where your web pages are. You can see the contents of 

this directory from the command lien by typing 

 ls 

mailto:job46@aber.ac.uk


which should show the same file as if you’d mapped a network drive and looked at it 

using a file explorer. If it doesn’t there’s something wrong! If you type 

 ls –l 

you’ll see a list with more details of each item, including the permissions set. 

Setting the permissions 
Use the Unix command chmod to set permissions. In case you’re not familiar with 

chmod, there is a brief introduction at end of this guide. 

 

For your webpages to be visible, you need to give everybody read permissions for all 

the files (except any PHP scripts, see below) and execute permissions on all 

subdirectories. If you have no PHP scripts (they aren’t needed for any of the 

CSM5020 worksheet exercises or assignments) you can simply type 

 chmod –R o+rx * 

in public_html and it will give everyone (“o” for others) read and execute 

permissions for all files and directories and do the same for content in all 

subdirectories of public html. That’s what the -R does. The star means everything – 

all files or directories. If you want to set permissions for a specific file use its name in 

place of the star. 

 

If you have no subdirectories, nothing needs execute permissions so typing 

 chmod o+r * 

will be fine. You don’t need –R either as there are no subdirectories to include. 

PHP scripts 
If you do have PHP scripts, the permissions work differently. The server will refuse to 

serve the page if it has read permissions for anyone but the owner. The owner must 

have full permissions. The easiest way to do this is: 

 chmod 700 *.php 

which sets the owner to have read, write and execute permission and denies all 

permission to everyone else. Star.php means it will do all php files. 

 

The equivalent command using the symbolic method, like the earlier examples is 

 chmod go-rwx u+rwx *.php 

which removes read, write and execute permissions for group and others (that is, 

everyone else) and adds them for user (that is, file’s owner). 

 

You can also use the command  

 fixwebperms 



and this will work but is a bit indiscriminate. You have no control over what it does 

and it might give permissions for other files you want to keep private. So does using 

the * with chmod. If you do have other files in public_html or subdirectories you 

might prefer *.html, *.css and *.js to set HTML, CSS and JavaScript files 

respectively. 

Logging out 
Having set the permissions you can log out of central by typing 

 logout 

Note that if you edit your html or other files later you will probably have to reset the 

permissions. 

A brief introduction to chmod 
The Unix command chmod lets you set file access permissions for three classes of 

user:- 

 The file owner or user (u) 

 The owner’s group (g) 

 And all others (o) 

Note o means others (so everybody) not owner! You can set permissions to 

 read (r) 

 write (w) 

 execute (x). 

There are two alternative ways of telling chmod what permissions you want to set – 

symbolic and numeric. 

 

Using the symbolic approach you use the letters given above to add (+), remove (-) 

or set (=) permissions. So, to return to the PHP example form earlier 

 chmod go-rwx u+rwx *.php 

we are removing all three permissions for group and others and adding them for the 

user (owner). This is a wee bit cumbersome, so the numerical alternative is available 

to save typing. We give each permission a number, so read (r) = 4, write (w) = 2 and 

execute (x) = 1 and no permission = 0. We add the values for read, write and 

execute to get the combination we want so read and write is 6, for example. We then 

define user, group and others permissions by giving three figures in that order so 

 chmod 644 

gives the user read and write permissions and group and others read permission. 

 

There are various options. Common ones are 



 -R or --recursive to change permissions in subdirectories 

 -V or –-verbose to show the items where permission has been changed. 


